SecureSkin

Protecting the Web

SecureSkin protects your web applications and websites from cyber attacks.

SecureSkin is a software Web Application Firewall (WAF), blocking attacks and cloaking vulnerabilities.

Make your online presence secure with minimal time & effort:
e Standard rules for quick implementation

e Easily configurable to give you complete control a
e React to new threats quickly

e No application changes — works for third party and cloud/SaaS

SecureSkin has been proven to block a broad range of automated and targeted attacks and cloaks/hides
application vulnerabilities.

SecureSkin does not require changes to the site/

application and works remotely (as a proxy) to stand e OWASP Top Ten threats
-off threats, insulate third party systems, secure
legacy applications and add to a Defence in Depth e  Code injection

architecture. e  SQL injection

e  OS command injection (& shellshock)
e  Server cloaking

e  Cross-site scripting

e  Securing cookies

e Anti-Clickjacking

e  HTTP verb validation

e HTTP responses made generic & blank

e  Folder blocking and listing prevention

SecureSkin can be deployed to the cloud or as a e  Cross Site Request Forgery tokens
local agent on your network to meet your
preference and security requirements. It is quick to
implement, configurable, works for all web ° And many more....
technologies and provides a universal solution that

is completely under your control.

° Host header validation
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